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Figure 1. We present customizable 3D-printed items for authentication: the user interacts with the item in order to activate an authentication pattern

on the object’s bottom. The pattern is recognized by a touchscreen.

ABSTRACT

Two-factor authentication is a widely recommended security
mechanism and already offered for different services. How-
ever, known methods and physical realizations exhibit con-
siderable usability and customization issues. In this paper,
we propose 3D-Auth, a new concept of two-factor authenti-
cation. 3D-Auth is based on customizable 3D-printed items
that combine two authentication factors in one object. The
object bottom contains a uniform grid of conductive dots that
are connected to a unique embedded structure inside the item.
Based on the interaction with the item, different dots turn into
touch-points and form an authentication pattern. This pattern
can be recognized by a capacitive touchscreen. Based on an
expert design study, we present an interaction space with six
categories of possible authentication interactions. In a user
study, we demonstrate the feasibility of 3D-Auth items and
show that the items are easy to use and the interactions are
easy to remember.
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INTRODUCTION

With the proliferation of digital services, users have to au-
thenticate themselves multiple times a day for a variety of
tasks. For digital services that are security-critical, such as
banking, two-factor authentication is a widely recommended
authentication mechanism that enhances security [10, 6].

In two-factor authentication, two of the following authentica-
tion factors are combined: 1) knowledge (e.g., a password),
2) ownership (e.g., a credit card), and 3) inherence (e.g., a
fingerprint) [15]. One factor often belongs to the category
ownership and takes the form of a physical object, such as a
token. Known methods of physical realizations of such objects
exhibit considerable usability as well as customization issues
[48,8, 11, 2].

If users have the possibility to choose an authentication mech-
anism, their choice is primarily based on usability. Thus,
usability issues lead to a low adoption rate [5, 32]. More
specific, users perceive the duration of the current two-factor
authentication procedures as too long [49] and they criticize
the usage of non-personalized devices [48].

To tackle these usability and customization issues, we present
3D-Auth items. 3D-Auth items are 3D-printed authentication
items that combine the factors ownership and knowledge. The



3D-printed object encodes a secret using a conductive internal
structure that can be uniquely customized and printed on de-
mand. The object bottom contains a uniform grid that consists
of several conductive dots. These dots are connected to the
internal structure. Based on the interaction with the item, the
internal structure changes and turns the dots on the bottom
into touch-points. The touch-points form an authentication
pattern that can be sensed by a capacitive touchscreen, e.g.
on a standard smartphone. The possession of the item forms
the first authentication factor and is not sufficient for a suc-
cessful authentication. As the second factor, the user needs to
correctly interact with the object in a pre-defined manner.

Based on the results of an expert design study, we present
an interaction space with five categories of interactions. We
realized one object per category as proof-of-concept and con-
ducted a user study with 25 participants. We thereby add to the
still scarce user evaluation research in that area [12]. The con-
cept of the 3D-Auth items was welcomed by the participants
as a possibility for two-factor authentication. The interactions
were perceived as easy and efficient to perform and also easy
to remember even after a retention of ten days.

3D-Auth items are not yet competing with other authentica-
tion mechanisms but serve as a stepping stone into a fully
customizable two-factor authentication that could be printed
at home on demand without the need of a provider for authen-
tication items. Thus, our contribution presents a first step for
addressing fundamental conceptual challenges.

Research Contributions

e We contribute an interaction space with five categories for
interacting with 3D-printed items in the authentication con-
text. The interaction space is based on two consecutive
expert studies with 19 experts.

e We evaluated proof-of-concept items for our interaction
space in a user study with 25 participants. The interac-
tions are perceived as easy to perform and are also easy to
remember.

e Furthermore, we provide a concept for securing 3D-Auth
items for enabling a usable and customize two-factor au-
thentication in one object.

BACKGROUND AND RELATED WORK

In this section, we present background and related work that
our research builds upon. In particular, we detail two-factor au-
thentication, tangible authentication as well as the 3D-printing
of interactive objects.

Two-Factor Authentication

Passwords are a knowledge-based authentication factor and the
most commonly used authentication mechanism [44]. How-
ever, research has shown that users tend to follow a poor pass-
word hygiene by using passwords that are simple to guess and
reusing passwords across multiple accounts [45, 47, 46]. This
practice substantially weakens the security of passwords. Fur-
thermore, service providers store the passwords in a database
which might be attacked and leaked. Passwords are also sus-
ceptible to shoulder-surfing and phishing attacks. A possibility

to mitigate the impact of these attacks are authentication mech-
anisms that combine different factors. The combination of
two factors is called two-factor authentication. Multi-factor
authentication combines more than two factors. A common
example of two-factor authentication is the combination of a
password or PIN (knowledge) and a token, such as a personal
smart card (ownership).

Several schemes that enable two-factor authentication have
been made available for end users in different contexts and
on different platforms. Those schemes can rely on a physical
token that generates one-time passwords, such as the DUO
Security Token [42]. They can furthermore rely on text mes-
sages, e-mail notifications or apps on mobile devices. Previ-
ous work has explored a variety of these schemes. A usable
configuration for enabling two-factor authentication that is
technologically robust, however, has not been realized, yet [2].

The introduction of two-factor authentication has been investi-
gated in several contexts. It has been shown that users prefer or
choose devices that they already own over additional physical
tokens [48]. Users also tend to choose devices for two-factor
authentication based on their usability [49]. Ease-of-use, trust-
worthiness and the required cognitive effort were found as
key aspects for defining the usability of two-factor authenti-
cation [13]. A study in the banking context shed light on the
security-usability trade-off of two-factor authentication [16]:
While two-factor authentication was perceived as more se-
cure than single factor authentication, the perceived usability,
ease-of-use and convenience were rated significantly lower.
Authenticating with two-factor authentication also took longer
compared to single factor authentication. However, if users
have positive experiences with two-factor authentication, they
might even use it for accounts that do not require it [9].

Tangible Authentication

Several approaches for tangible authentication have been pro-
posed in the literature. Among those are wearable devices that
have embedded cryptographic keys [7]. TangibleRubik pro-
vides tangible authentication by the manipulation of a Rubik’s
Cube [27]. Using TangibleRubik, a user’s password consists
of a series of moves with the tube, such as turning parts of
it. These moves are captured by a webcam. A preliminary
user study of TangibleRubik revealed that duration of pass-
word entry (34 and 52 seconds) were perceived as too long.
Bend Passwords introduces tangible authentication with a flex-
ible PVC sheet that has bend sensors [25]. A user study of
Bend Passwords revealed that their perceived usability is lower
than the usability of PINs. This indicates that the physical
presentation of plays an integral role for usability.

3D Printing of Interactive Objects

Many works embed electrical components in objects to make
them interactive. This can be achieved by mounting capacitive
[33] or acoustic [29] sensors, or by embedding cameras [34]
or accelerometers [17]. While these approaches require only a
few components, they need additional assembly effort or only
work with hollow objects that can be opened after printing.

Another stream of research is investigating how digital fabri-
cation can be used to create customized interactive elements.



This includes the creation of input and output functions into
3D-printed objects by light pipes [3, 50], filling internal pipes
with media after printing [35], or pipes that transmit sound
[21]. Other approaches print interactive objects using conduc-
tive spray [19] or conductive plastic [4, 38, 20, 23, 37, 39, 36,
40]. 3D printing is also investigated for the fine-grained design
of deformation behavior of non-interactive flexible objects [1,
30, 31, 41] or for the production of soft interactive objects
[18].

EXPERT DESIGN STUDY

To generate interactions the users can perform for authentica-
tion, we conducted an expert design study with experts from
different areas. Based on that, we refined the interaction space
in an online study with 13 additional experts.

Methodology

We commenced with a focus group discussion. We opted for
experts because they can reflect on the needs that users are
typically unaware of. One expert can provide the expertise of
multiple users [28].

We recruited six experts from our institution via mailing-lists.
Their mean age was 31.8 years (Min =30, Max =35, SD = 2).
All of them reported working in their field for over five years.
We specifically chose to include two experts from the areas of
usable security, human-computer interaction and I'T-security
to represent different perspectives. We opted for a focus group
such that all experts can provide their expertise, and discuss
and agree on distinct interaction concepts.

Study Setup

The experts were provided with 20 3D-printed objects in sim-
ple shapes, such as cubes. Each object was printed twice, one
was printed in a non-flexible material (PLA) and one in a flex-
ible material (Ninjaflex TPU). We also provided a smartphone
and tablet-PC which we placed in the center of the table. Two
cameras filmed the center of the table. The recording space
was marked, such that the experts were aware of it.

Procedure

The procedure was as follows: First, we welcomed the experts
and explained the goals of the discussion. We proceeded by ex-
plaining the consent form and the data protection policy which
each expert signed. Then, each expert provided demographics.

We introduced the concept of the 3D-printed items and the
setup and gave the experts time for familiarization. Then, we
introduced the authentication scenario and the contexts that we
aimed to consider in the study. In particular, we investigated
the authentication contexts environment, device size, and task
hierarchy from Gorlenko and Merrick [14]. We gradually
introduced these contexts during the discussion. For each
context, the experts provided interaction concepts with the 3D-
printed items and demonstrated them with the smartphone and
tablet. As a third device, we considered a smart meeting board
that was not present in the room. The interaction concepts
were written down on a piece of paper and pinned on a bulletin
board next to the authentication context. We did not place
any restrictions on the interaction concepts except that the

3D-printed item had to touch the device’s touchscreen and
the user’s hand or finger had to touch the 3D-printed item,
otherwise the item cannot be recognized by the touchscreen.

After discussing all of the presented authentication contexts,
we reviewed and discussed the interaction concepts on the
bulletin board with the experts. In this phase, the experts could
add, refine or merge interaction concepts. We made sure that
all interaction concepts were written down understandably.
Then we stopped the recording, thanked the experts for their
participation, and gave them the opportunity to ask questions
and to provide additional feedback.

Focus Group and Online Study Results

The experts designed seventeen atomic interaction concepts.
The notes from the bulletin board were transcribed into an
electronic form and analyzed by an inductive categorization
approach [26] by two of the paper’s authors. The resulting
categories represent groups of interaction concepts that we
explain in the next section.

To investigate the interaction concepts from the focus group
discussion with a larger group of experts, we conducted an
online study with thirteen additional participants.

After reading and accepting the consent form as well as the
data protection policy, each expert provided demographics.
We provided an introductory text about the 3D-Auth items that
was identical to the information that the focus group received.
Then we provided the five categories from the focus group.
In each category, we listed the interactions from the expert
study and asked the experts to supplement them. If the expert
chose to provide an interaction, we asked for a name and
a description. Finally, the experts could provide additional
feedback or comments in free-text format.

The study resulted in the new atomic interaction concept of
gestures on the object’s surface which fit into the category of
touch. All other identified concepts were identical to those
from the focus group.

INTERACTION SPACE

To authenticate with the 3D-Auth item, the user has to perform
one or more interactions. As interaction space, we define the
set of possible interactions. To design this interaction space,
we conducted the expert design studies detailed above. In
the remainder of the section, we present the categories of our
interaction space as well as the atomic interaction concepts.

Touch

Touch represents the first category of interaction concepts
in our interaction space. All concepts share that the users
touch the object’s surface in a specific way or spot. The
following atomic interaction concepts belong to this category:
1) Touching the object in one spot. 2) Touching the object in
multiple spots. 3) Pressing the object in one spot. 4) Pressing
the object in multiple spots. 5) Performing a gesture on the
object’s surface (e.g, drawing a pattern). And 6) a combination
thereof (e.g. a gesture + touch in in one spot)



Arrangement

The second category is based on the arrangement of one or
more objects on the touchscreen. The arrangement could be a
specific pattern or the positioning of the object in a certain lo-
cation or orientation. The interaction concepts are: 1) Placing
one object in a specific location and/or orientation, 2) mov-
ing an object on the touchscreen along a specific path, and 3)
placing multiple objects in a static position on the touchscreen.

Assembly

For the assembly category, we consider objects that consist of
different parts that can be assembled in a pre-defined way: 1)
The first interaction concept is the stacking of objects (vertical
assembly) and 2) the second one is the assembly of different
parts horizontally. 3) Finally, horizontal and vertical assembly
can be combined.

Configuration

For this category of interaction concepts, we consider objects
which can be configured by the user. There are four concepts
to change the configuration of an object: To do so, the first
interaction concept is rotating movable parts of the object. The
second concept is configuration by pressing object parts. Parts
of the object can be slid to change its configuration. Finally,
the electrical resistance of the object can be changed which is
recognized by the touchscreen.

Augmentation

The configuration mentioned above targets the object itself
while augmentation means that an object is augmented by
something that is not part of the object itself. Here, we present
the interaction concepts of 1) augmenting the object by filling
it with water or 2) by filling the object with air.

3D-AUTH ITEMS
In this section, we explain the concept of the 3D-Auth items
that match five categories of our interaction space. We start
with general object principles and the overall password space.
Then, we proceed by describing proof-of-concept prototypes
for each category.

Object Principles

A 3D-Auth item is printed with two materials. The first ma-
terial is a conductive material (e.g., Proto-Pasta conductive
PLA), which can be recognized by a capacitive touchscreen.
The second material can be any insulating material (e.g., stan-
dard PLA). The conductive material is printed within the insu-
lating material, such that it encodes a secret that is not visible
from the outside but connected to it. This connection is made
by conductive dots on the object’s surface that need to be
touched by the user. Only then, conductive dots at the bottom
of the 3D-Auth item that touch the touchscreen are turned into
touch-points dependent on the interaction. These touch-points
form an authentication pattern.

Interactions that do not correspond to the user authentication
interaction also activate touch-points. Thus, wrong patterns
are possible and can be recognized by the touchscreen. This
is important because otherwise an attacker that steals the 3D-
Auth item might simply interact with it until they brute-force
the correct pattern by trying every possible interaction.

Proof-of-Concept Prototypes

To evaluate the interactions within a user study, we developed
five proof-of-concept prototypes, one for each category. All
prototypes have similar dimensions, similar colors and are
based on a simple shape to retain fair conditions in the user
study. The prototypes were printed on a multi-material printer
(Prusa MK3 with MMUZ2.0). Figure 2 on the following page
depicts the prototypes and 3D models of them.

Touch Prototype: Touch Block

For the touch prototype, we used a square shape. The object
has a uniform grid of conductive dots on the bottom. To recog-
nize the touch interaction, we added a set of conductive dots
to the object’s top. Those dots are connected to those in the
bottom by wires that are printed with the conductive mate-
rial. By touching the dots at the top, the user turns conductive
dots in the bottom into touch-points that can be sensed by the
touchscreen.

The password space of the prototype touch item is 15 resulting
from the requirement that the user could touch a selected
combination of four dots with the exception that the number
of touches points cannot be zero.

Arrangement Prototype: Slider

To built an arrangement prototype, we printed a 3D-object
with a slider. The slider has ten possible positions which are
labeled with the numbers from zero to nine. The adjuster of
the slider is printed in a conductive material. Depending on
its position, conductive dots in the object’s bottom are turned
into touch-points. We chose the position of the number five
as target for the slider to perform the interaction. Since the
slider can be arranged while being placed on the device’s
touchscreen, we added a button to the user interface which the
user has to press once the arrangement is final.

The password space of the slider prototype consists of ten
options equivalent to the ten numbers on the slider. However,
for future uses the password space could be enlarged by com-
bining several sliders, accepting positions in between numbers,
or by having to move the slider to a sequence of positions.

Assembly Prototype: Building Blocks

The assembly prototype consists of four building blocks that
can be connected via connectors. The connectors are printed
with conductive material to enable a detection of the connec-
tion. The blocks can be connected to different shapes, such
as an L-shape that we used for our user study. Based on that
shape dots from in the object’s bottom are turned into touch-
points. But to activate them, the user has to touch at least one
conductive dot or connector.

The number of possible shapes of the prototype with four
blocks is nine. Each shape could be turned in 90° steps, thus
the password space of the building blocks prototype was 36
minus the shapes that look the same turned by 180° such as a
horizontal line, resulting in a final number of 26 options. This
could be enhanced by increasing the number of blocks and
therefore shapes, making the sequence of differently colored
blocks matter, or allowing for turning the object in smaller
than 90° steps.
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Figure 2. Proof-of-concept prototypes for the interaction categories. The prototypes do not constitute the only possibility to realize the interaction but

serve as a basis for evaluation purposes.

Configuration Prototype: Combination Lock

To realize a configuration prototype, we printed a combination
lock with three movable layers. The conductive dots in the
bottom are turned into touch-points depending on the rotation
of the individual layers. After configuring the combination
lock by turning the layers, the user places it on the touch-
screen and touches a conductive dot on the top to activate the
authentication pattern. Each layer has ten possible positions.

The combination lock prototype has a password space of 10°
which could further be increased for future implementations
by increasing the amount of numbers on each layer or by
increasing the number of layers.

Augmentation Prototype: Water Tank

For augmentation, we built a water tank. The object is a box
with two internal chambers. One chamber has a capacity of
3.5ml of water. This amount can be filled into the object via a
hole on the top, for instance with a syringe. The conductivity
of the water connects conductive dots on the bottom. To
activate the authentication pattern, the user has to touch a
conductive dot on the object’s top. If a user fills in more than
the 3.5ml of water, the chamber overflows and the water fills
the other chamber with activates further capacitive dots.

The prototype object differentiated between the correct amount
of water, too much or too little water, leading to a password
space of three possibilities. For future work, this space could
be enlarged by refining the object’s ability to differentiate
between different water level steps or by dividing the object
into several water tanks that require different amounts of water.

USER STUDY

To evaluate the proof-of-concept items detailed above, we
conducted a user study with 25 participants. Our user study
consisted of two parts: 1) a lab study and 2) a retention study.

Lab Study

We conducted a lab study to be able to control for environmen-
tal influences. We opted for a within-subject design to be able
to compare the perceptions of the users regarding the different
items. To avoid sequential effects, we counter-balanced the
order of conditions by the Latin square.

Captured Data

Based on the ISO standard 9241-11, usability is compromises
the dimensions of effectiveness, efficiency, and user satisfac-
tion [43]. We implemented a smartphone app that was able
to recognize the 3D-Auth items. With that app, we measured
whether the participants successfully performed the interac-
tion to assess the effectiveness. To evaluate efficiency, we
measured the time for performing the authentication interac-
tion. To capture the time, we recorded the interaction with a
camera. The smartphone had a fixed position on the table and
the camera was placed in a way that it did not record the par-
ticipants’ faces. For determining satisfaction, we used the user
experience questionnaire [22] and open-ended questions, such
as their opinion on the 3D-Auth items and the interactions they
represent.

Study Procedure

An average study session took 15 minutes. The procedure of
the lab study was as follows and aligns with the guidelines
from the ethic’s committee at our institution:



1. Informed Consent. The participants were explained the
consent form and the data protection policy which they
were asked to sign. The consent form, as well as the data
protection policy, align with the General Data Protection
Regulation (GDPR) in Europe.

2. Familiarization. We explained the concept of an 3D-Auth
item to the participants. To do so, we provided this infor-
mation as a text that each participant had to read. Then, we
gave them 3D-printed objects of simple shapes, such that
they could familiarize themselves with the haptics.

3. Interaction and Questionnaires. Each participant interacted
with all 3D-Auth items in an order given by a Latin square.
We provided each item together with an information sheet
that explained the interaction. After reading the information
sheet, the participant was asked to perform an authentication
procedure on a smartphone. This procedure was repeated
until the participant had interacted with all 3D-Auth items.

4. Final Questionnaire. After the interaction, the participants
received a final questionnaire that included questions to
compare the different 3D-Auth items. We furthermore asked
whether the participants would use 3D-Auth items and if
so, on which devices they would like to use them. We also
provided the user experience questionnaire. Finally, the
participants could ask questions about the study.

5. Retention Study Explanation. We invited the participants
to the retention study (see below) and gave them the op-
portunity to freely interact with the 3D-Auth items. We
furthermore answered questions regarding the correct exe-
cution of the interactions.

Retention Study

We investigated the memorability of the interactions after a du-
ration of ten days. 40% of participants (N = 10) participating
in the lab study returned for the retention study.

The procedure of the retention study was almost identical
to the lab study. The only difference was that we did not
provide the information sheets that described the interaction.
Thus, the participants had to rely on their memory in terms
of conducting the correct interactions. After the completion
of all interactions, we again provided the user experience
questionnaire and the same questions as in the lab study.

Participants

We recruited a sample of 25 participants by mailing-lists,
poster advertisements, and word-of-mouth. The partici-
pants were on average 36.6 years old (Min = 24, Max = 60,
Median = 32, SD = 13). Eight of them identified as female,
one as other and one opted for "prefer not to say". We did not
compensate the participants for taking part in our study.

USER STUDY RESULTS
In this section, we present the results from the lab, as well as
the retention study.
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Figure 3. Effectiveness and memorability of the 3D-Auth items.

Effectiveness

As effectiveness, we considered the share of participants that
correctly performed the authentication interaction. We further-
more used the video recordings to find out why an interaction
was performed incorrectly. Overall, 80% of interactions were
performed correctly. The distribution among the different
items is depicted in Figure 3.

The touch item demonstrated the highest effectiveness rate
with 92%. The reason for incorrect interactions was placing
the item upside-down.

The items with the lowest effectiveness rate were the slider
and the combination lock (68%). Although the combination
lock was configured correctly, the participants either did not
touch the conductive dots on the top or placed it in a wrong
orientation. Also, the slider was arranged correctly, but the
participants either did not press the button in the user interface
or placed the slider in a wrong orientation even though the
shape of the slider was depicted on the user interface.

84% of the participants correctly interacted with the building
blocks. One participant just placed the blocks in the required
shape without connecting them. The two other participants
did not touch the conductive dots.

In terms of the water tank, 88% of the participants performed a
correct interaction. Those who did not interact with it correctly,
either put too much water in it or did not touch the conductive
dot on top of the object.

Memorability

For memorability, we consider the share of participants that
correctly performed the interaction after a retention of ten days.
Each participant had a random participant number, such that
we could connect the results from the lab and the retention
study. Overall, 94% of the interactions were remembered cor-
rectly. The shares of the individual objects are given in Figure
3. The touch item was remembered by 90% of the partici-
pants. One participant remembered the interaction correctly,
but placed it upside-down on the touchscreen. Similarly, one
participant remembered the position of the slider correctly, but
placed the slider in a wrong orientation on the touchscreen.
Finally, one participant forgot the amount of water that had to
be filled into the water tank.
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Efficiency

To perform one interaction the participants needed on average
37s (Min =16, Max =54, SD = 15). The durations to perform
the interactions with the individual 3D-Auth prototypes are
depicted in Figure 4a.

The touch block had the fastest interaction with an average of
17s (Min = 10, Max = 40, SD = 7.7). The second fastest was
the slider with a mean duration of 27s (Min = 7, Max = 60,
SD = 12.9). The participants needed on average 43s (Min =
15, Max =91, SD = 18.1) to interact with the combination
lock. While the participants did not exhibit any problems with
configuring the combination, placing the item in the correct
orientation required most of the time. Participants interacting
with the water tank needed on average 47s (Min = 12, Max =
90, SD = 19.4). Hereby, filling in the water with the syringe
took the majority of the time. Interacting with the building
blocks took longest with an average of 54s (Min = 25, Max =
135, SD = 28.1). The reason for this is that the participants
first examined the individual blocks to find out how to connect
them.

User Experience

The user experience questionnaire assesses user experience in
the six scales attractiveness, perspicuity, efficiency, depend-
ability, stimulation and novelty [22]. Each scale ranges from
—3to 3. Values below —0.8 represent a negative evaluation,
those between —0.8 and 0.8 represent a neutral evaluation
and those above 0.8 means a positive evaluation. The scales
efficiency and dependability received a neutral evaluation, all
other scales received a positive one. The ratings are depicted
in Figure 4b.

We opted not to rate individual prototypes, because this would
have tripled the study duration. We furthermore aimed to start
with measuring the user experience of the concept in general
since the prototypes do not represent final 3D-Auth items.

User Perceptions and Preferences
In the final questionnaire, we asked the participants whether
they would like to use the items in real life. The majority

of participants (68%) intended to use the combination lock.

When asked to explain their answers, the participants stated!:

e "It’s so easy to use.” (P1)

e "Joy, easy to remember; practical.”" (P8)

e "Easy to use, no additional ingredients like water or any-
thing are required and it’s compact to store.” (P10)

The water tank was chosen by none of the participants. Rea-
sons mentioned by the participants were:

o "The water tank would be very cumbersome when you are
on the road." (P7)

e "Too complicated for me." (P11)

We asked which interaction or combination of interactions
they would like to perform in the authentication context. 48%
stated that they would like to use an interaction based on the
configuration of an object like the combination lock. Sample
comments given by the participants are:

e "It’s an easy solution that I already know from other do-
mains." (P6)
e "Configuration is fun." (P12)

36% of the participants would like to perform a touch interac-
tion based on the simplicity and inconspicuousness of it:

e "Touching is easy to do and needed with any item anyway."
(P11)

e "I could do it in the dark or in my pocket.”" (P25)

We proceeded by asking on which devices the participants

would like to use 3D-Auth items. 36% would like to use the

item for unlocking a smartphone because the smartphone is

more likely to get stolen. The participants stated:

e "In case my device gets stolen, it’s more secure.”" (P5)

e "It would be an additional protection.” (P9)

44% would like to use on a larger touchscreen, such as a tablet-

PC or laptop. As a reason they stated that the devices are
mostly used in a static location:

L All answers were translated from German.



e "[ often have to unlock my smartphone and always carry it
with me, so I find it too difficult to use an item for it. But I
can imagine it well with a tablet-PC or laptop.” (P2)

e "[ consider it too cumbersome to always have to carry an
item." (P10)

28% stated that they would not like to use it at the moment
because the concept is still in a prototype state.

o "At the current state I can’t imagine using it because it’s a
prototype.” (P25)

DISCUSSION AND LIMITATIONS

In this paper, we demonstrate the feasibility of 3D-Auth items
and a first user study of their usability. Still, there are security-
related aspects that have to be considered when developing
3D-Auth items. In the remainder of this section, we discuss
the evaluation of the 3D-Auth prototypes before discussing
security-related aspects.

Evaluation of 3D-Auth Prototypes

We evaluated the prototypes in a user study with 25 partici-
pants. We provided a generic two-factor authentication sce-
nario and a smartphone. Overall, the participants could per-
form 80% of the interactions correctly and remembered 94%
of them. The most common reason for an incorrect interaction
was that the participants did not touch the conductive dots on
top of the object to "activate" it. This issue could be addressed
by a better introduction to the functionality of the item. In-
stead of providing such an introduction, we just explained the
interaction but not the purpose of touching the dots.

The second most common reason was that the object was
placed in a wrong orientation. This can be addressed by adding
additional dots in the bottom that enable an orientation recog-
nition, such as the recognition solution presented in [39]. In
the additional questions, the participants frequently stated that
the items are easy to use. This is also supported by the user
experience scale perspicuity, which refers to the ease of getting
familiar with a product and learning how to use it.

Security

The authentication pattern on the bottom of a 3D-Auth item is
critical for its security. While our paper primarily focuses on
the interactions and their usability, we provide an analysis of
the authentication pattern and the security of 3D-Auth in the
following.

Password Space of 3D-Auth Iltems

The number of the touch-points in the authentication pattern
and their possible combinations form the password space of
the 3D-Auth items. Many device-specific APIs of mobile
devices provide access to a maximum of ten touch-points at
once, one for each finger. It is furthermore often possible to
recognize different sizes of the touch-points. The minimal size
of a touch-point has to be 0.5 cm and the minimal distance
has to be 0.5 cm. If the distance would be smaller, multiple
touch-points would be recognized as one. For this analysis,
we consider a Pixel 3 XL which has the measurements of
158.0 x 76.7 x 7.9 mm. Our 3D-Auth prototypes which
are detailed below use an area of 4 x4 cm for recognizing the

authentication pattern. This is identical to the space covered by
an Android unlock pattern. Considering the sizes and distances
of the touch-point, 16 touch-points fit in an area of 4 x4 cm.
This results in 2'® — 1 = 65,535 possible combinations if all
touch-points have a uniform size”.

To increase the 65,535 combinations further, an authentica-
tion pattern may also utilize capacitive raw data [39]. As such
patterns usually consist of 4 x4 mm cells that can be indepen-
dently read out if electrically separated by neighbouring cells,
a grid of 4x4 cm can encode 25 bit (i.e. (40mm/4mm /2)?)
of information (223 = 33,554,432). In comparison, there are
389, 112 valid 3 x3 unlock patterns in Android [24] and 4-digit
PINs have 10,000 possible combinations. This shows that 3D-
Auth items have a larger password space than 4-digit PINs
and unlock patterns. Note, that the password space described
here is the overall password space of 3D-Auth. The password
space of individual items might be smaller based on the size
of the item and its configuration options. For instance, the
password spaces of each 3D-Auth prototype used in the user
study is smaller than the overall password space.

Dynamic Authentication Patterns

Until now, we limited our calculation to a static authentication
pattern. Dynamic patterns that change based on the interaction
could further increase the password space and strengthen the
security of 3D-Auth. Combining different interactions would
realize such a dynamic pattern. This could, for instance, be
changing the configuration of a 3D-Auth item multiple times
while it is placed on the touchscreen. While our work serves
as a stepping stone for 3D-Auth items, future work should
consider the combination of interactions and their impact on
usability and security.

Attack Mitigation
There are several attacks that an adversary might execute to
either obtain the authentication pattern or to impersonate the
user. In this section, we discuss attacks on 3D-Auth and means
to address them.

The authentication pattern is a set of touch-points. Depending
on the user’s interaction with the 3D-Auth item, different
conductive dots are turned into touch-points such that they
can be recognized by the touchscreen. One possibility would
be embedding only the conductive dots that form the user’s
authentication pattern. From a security perspective, this can
result in the following two issues: 1) the pattern would be
susceptible to a shoulder-surfing attack because it is visible,
and 2) if an adversary obtains a 3D-Auth item it would be easy
to perform a brute-force attack by trying interactions or just
building an object that embeds the pattern.

To provide shoulder-surfing resistance, i.e., an adversary can-
not obtain the pattern by taking a picture of the bottom of the
3D-Auth item, the pattern has to be hidden visually or addi-
tional dots must be added. The additional dots also mitigate
brute-force and copy-attacks. This is because false interactions
can lead to a false pattern that can be sensed by the touchscreen.
The authentication software can react to wrong authentication

20ne is subtracted because the case of no touch-points at all cannot
be recognized as authentication pattern



Figure 5. With the advance of 3D printing, more sophisticated items in individual shapes are possible. This could, for instance, be 1) a decorative guitar
at home (augmentation), 2) a keyring (touch), 3) the shape of the favourite animal (configuration), or 4) a set of figures (arrangement).

attempts, for instance by limiting the total number of trials
or reducing the number of trials by blocking authentication
attempts for a certain period of time.

Furthermore, an adversary who gains full control over the
device, e.g., by root access, could perform a replay attack
by recording the sensor input during an authentication and
replaying it later on. To mitigate this attack, we propose a
challenge-response approach by using a sequence of authenti-
cation patterns. Therefore, the user receives a challenge from
the authentication software asking for a specific configuration
of the 3D-Auth item. The user configures the item and places
it on the touchscreen. Similar to requesting the n-th trans-
action number in online banking, the software could request
the n-th configuration of the item. Since each sequence of
configurations is different, the replay attack is mitigated.

OUTLOOK

In this section, we provide an outlook how more sophisticated
3D-Auth items could be and how they could be used in the
future. Furthermore, we provide directions for future work.

In our study, we have used items with simple shapes and of
similar sizes. More sophisticated items can be smaller while
at the same time increasing their password space as compared
to the analysed prototypes because advances in 3D printing
will enable more precise prints. More sophisticated 3D-Auth
items could also be in a shape that is customized based on the
user’s preference. This could be the user’s favourite animal, or
other shapes that they like. Furthermore, 3D-Auth interactions
could be integrated into everyday objects, such as accessories,
keyrings, or other items that users carry in their wallet (see
Figure 5 for examples).

While we propose 3D-Auth items as a standalone authenti-
cation mechanism, they can also be leveraged to supplement
other authentication mechanisms. The second authentication
factor of the 3D-Auth items is the knowledge of the interaction.
In all studies, the experts and users also considered items that
are based on the encoding only. While this reduces security, it
might be a viable solution for use cases where the item can be
stowed away in a secure space. The item could then be used
for rare interactions, such as the PUK or PIN2 numbers of a
SIM card. It could also be used to add a second authentication
factor to an existing authentication scheme, such as the combi-
nation of a 3D-Auth item and a password. Furthermore, the

3D-Auth items could serve as an interface that is shared by
different users. In this case, the factor of ownership is reduced
and each user has an individual sequence of interactions for
authentication. Users that are in the same environment might
share a set of 3D-Auth items. The interaction category of
assembly might be leveraged to provide a group-based authen-
tication. The different parts of the item could be distributed
to different members of the group that have to put the parts
together.

In our study, we chose to investigate simple items that only
provide one possible interaction. Combining multiple interac-
tions to a dynamic authentication pattern results in enhanced
security and therefore forms an important part of future work.
The usefulness of our concept for special user groups, such as
(visually) impaired people, children or the elderly, furthermore
constitutes an important path for future work.

CONCLUSION

This paper presented 3D-Auth: a stepping stone towards a
novel concept for enabling two-factor authentication on touch-
screens. We contribute an interaction space with five cate-
gories of interaction concepts that we identified through expert
design studies. These categories are: touch, arrangement, as-
sembly, configuration, and augmentation. We realized one
proof-of-concept prototype for each category. Through a user
study with 25 participants, we demonstrated the usability and
memorability of the 3D-Auth items. As a next step, more
sophisticated items that combine several interactions should
be designed and investigated in terms of usability and security.
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